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We are tracking 38 families, 375 variants

5M DNS queries/d

Subscribers: 57 countries

Free data feed: htip://data.netlab.360.com/dga




« Background info
« From PDNS Data to Suspicious DGA
* From Suspicious DGA to Malware Sample

* Blocking Experience



oround info

* Traditional non-DGA C2
— Hardcoded C&C

 WannaCry

-.data:084313CE align 16h

.data:88h31300|aHttprw_iuqerF db 'http://www.iuqerFsodinFjapodejhgosurijFaewrwergwea.com'LB

.data:084313D6

-.data:0684314069 align 16h
qmemcpy(&szUrl, aHttpUWww iuqerf, B8x39u);
ug = B;

vd = B;

vig = 8;

ull = 8;

vi2 = 8; |

ui3d = 8;

uly = 8;

vy = InternetOpenA{B, 1u, 8, 6, 8);
us =

if ( v5 )

<

: DATA XREF: WinMain{x,xX,X,xX)+AT0

// Copy hardcoded domain

InternetOpenUrlAafvy, &szUrl, 8, 0, O0x84000008, B8);// Connect

/7 If success



Background info
- DGA

— Domain generation algorithms
» C2s are not hardcoded
« Generate many candidates based on its algorithm

* Only register one
— Example: Necurs, 2048 domains per three days
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2017-09-21 2017-09-24
C&C: 168.170.0.7 C&C: 169.242.240.68



Background info

e PDNS
— Passive DNS

S flint rrset www.nanog.org -p
2014-08-06 11:12:59 2017-03-22 09:34:57 3314 www.nanog.org A

2017-02-23 21:40:23 2017-09-23 16:17:06 716 www.nanog.org A

50.31.151.73

104.20.198.50




— Fast flux

 PDNS

S flint rrset blanytread.com -p

2017-09-24 04:41:18
2017-09-24 04:41:18
2017-09-24 04:41:18
2017-09-24 04:41:18
2017-09-24 04:41:18

2017-09-24 03:25:49
2017-09-24 03:25:49
2017-09-24 03:25:49
2017-09-24 03:25:49
2017-09-24 03:25:49

2017-09-24 04:41:19
2017-09-24 04:41:19
2017-09-24 04:41:19
2017-09-24 04:41:19
2017-09-24 04:41:19

2017-09-24 03:25:49
2017-09-24 03:25:49
2017-09-24 03:25:49
2017-09-24 03:25:49
2017-09-24 03:25:49

N NDNDNDN

Y

blanytread.com A
blanytread.com A
blanytread.com A
blanytread.com A
blanytread.com A

blanytread.com A
blanytread.com A
blanytread.com A
blanytread.com A
blanytread.com A

176.53.209.231
185.185.181.72
31.133.76.95
91.243.212.227
93.127.86.207

147.194.1.229
31.133.63.40
31.43.79.122
46.185.100.234
5.105.27.37
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Background info

 PDNS has great potential

« PassiveDNS.cn
—~10%+ China DNS traffic
— ~1M+ queries per second
— ~15+ billion RRsets




Findin hly Suspicious DGA

« First we need to have daily new Domains
— Match

 New Domains in last 7 days
» Second Level Domain(SLD) not on Alexa top 10K
» Others

— virtual hosts provided by registrar
— Wildcards Domain names

— Result
« Raw data = millions
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Findin hly Suspicious DGA

* noise
— looks like, but NOT DGAs

Cloudfiare

p714.10uss.akadns.net www.webhoster.ag.cdn.cloudflare.net
p716.10uss.akadns.net www.wpconsulting.agency.cdn.cloudflare.net
p726.10uss.akadns.net www.xingular.ae.cdn.cloudflare.net

| Spamhaus | SURBL

224.134.0.1.zen.spamhaus.org zol.com.cn.ab.surbl.org
225.128.0.1.zen.spamhaus.org zol-img.com.cn.ab.surbl.org
225.136.0.1.zen.spamhaus.org zte.com.cn.ab.surbl.org

226.133.0.1.zen.spamhaus.org ztesc.com.cn.ab.surbl.org



Findin hly Suspicious DGA

* noise

000-000-000a-000a-0000-1452593369-fbe2b699ai617t3bsclvrOmpf260.am2o0b.dashnxdomain.net
000-000-000a-000a-0000-1452605115-66¢1badbai6o1gog9i2rti62s45g.am2oob.dashnxdomain.net
000-000-000a-000a-0000-1452613108-ai6pug3r8rpghno6m220.am2o0b.dashnxdomain.net
000-000-000a-000a-0000-1452661195-2db4c5c2ai75dc5mv4qrbaiehdjg.am2oob.dashnxdomain.net
000-000-000a-000a-0000-1452672623-ac948d19ai784i3luh3r3r7iekpg.am2oob.dashnxdomain.net
000-000-000a-000a-0000-1452674129-4f07e17bai78g1sashmonjoc3090.am200b.dashnxdomain.net

ytslujgxynglwb.www.cn856.com ng5gtébdun2m.kindjia.com
yutluue.www.cn856.com jfkhuo16u51c.kindjia.com
yvcnud.www.cn856.com fcdepfuun7jp.kindjia.com
yvdvbcfprox.www.cn856.com v4ihpfrgt2hj.kindjia.com

yvizalsxkxgvel.www.cn856.com gdl4aab5bb6cs.kindjia.com
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Findin hly Suspicious DGA

* Clustering the candidate DGAs
— Logic
» Aggregate the DGAs from same family| variant to same cluster
— match
 Time
— Most DGA queries are generated in a short amount of time

e Client

— Clients infected with same family|variant ask for same FQDNSs in same time window
— Result
* Million - 100,000s



Findin hly Suspicious DGA

* Clustering the candidate DGAs

— Time based clustering
» Granularity: hour
 Clustering all accessed domains in same clustering from 1h
for same client
— Client based clustering
* Domain-IP matrix (A)
« Calculate transpose of matrix AT
« Similarity matrix based on client requests: B = A* AT
* Louvain algorithm



* Clustering the candidate DGAs
— Diagram of client based clustering (1)

D Dy Ds D,
I, IR IP, P, Ny D, Dy Dy D,
(1.1.0 1 0y~ PR N [l
1 1 0 Of >
? 3 4 2 2
I R T S e dololn 1] B-awa -
1 01 0 1|0 N 1232
1P
! 1 2 2 3
0 0 1 1 1o o B 1)~
Matrix A:
D means Domain * * * * *
Value of 1 indicates that domain has a DNS query 1=1"1+1°0+0"1+17°0+071
from that IP, 0 means none
From the calculation principle, we can see that the 3=1*1+1*1+0*1 + 1*1 + 0*0

element value of matrix B is the coincidence number of
client IPs between two domain.Thus, based on the client dimension, the similarity of D, &D, is higher than D, & D,.



Findin
* Clustering the candidate DGAs

— Diagram of cli stering (2)
D, Dy Dy D, 3
| o

ol o B,
B =A% A = 3 4 2 2 1 Threshold

D I 3

1 2 2 3

D3
Louvain algorithm:

Convert matrix B into undirected graph, set a threshold, such as 3, leaving the edge with the weight
> the threshold only.

So, the four domains will eventually be divided into three clusters: D, and D, a class, D, D, each
class.

https://perso.uclouvain.be/vincent.blondel/research/louvain.html



Findin hly Suspicious DGA
* Clustering the candidate DGAs

— Along potential candidates list
* For example, Conficker, DGA

26324 njcdeclp.info 26324 hpergjhe.info
26324 xbtyyxdkixd.info 26324 fwdwcymvko.info
26324 ygesnmuf.info 26324 Idebdwssq.info
26324 zhwnrjm.info 26324 scpxhu.info
26324 eocsdlj.info 26324 zwachxy.info

26324 nmwnfrssxab.info 26324 hxbgndbm.info



Finding Highly Suspicious DGA

Clustering the candidate DGAs
— Noise again
Example1, domain are hardcoded in malware, not DGA.

m fakeAV sites m fakeAV sites DNS Resolutions

zujytuhehok.com

zujytuhehok.com 367 nixyxakuluna.com
lohyfyrasokiso.com
367 rinysegaci.com 367 cimuxorazag.com lohyfyrasokiso.com.ovh.net
367 dakygyzav.com 367 bodigynyjyjof.com mijywujysa.com
367 fygesegyz.com 367 pinoguzeseme.com mijywujysa.com.ovh.net
miferycig.com
367 gobirawif.com 367 horigomep.com miferyciq.com.ovh.net
367 cajarihejeluw.com 367 ... fuxuvugyvupi.com

Refer: https://www.virustotaI.com/#/ﬁIe/cbfc857edb70dd5fef15a9498b96010ed16f3b139f6fa5c2cce84fe785b04996/1t§ehavior



Findin

S T

5491

5491

5491

5491

5491

5491

hly Suspicious DGA
* Clustering the candidate DGAs

— Noise again
« example2, link farm, not DGA

www.av936.info
www.av934.info
www.av933.info
www.av935.info
www.av931l.info

www.av932.info

X ‘ ® view-source:www.av942.info

<hE>EEBHE/hE>
<uld>

<1i><a href="http: /. 2v931.
<{1i><a href="http:/wnr. av332.
<1i><a href="http:/ wwwr. a2v933.
<1i><a href="http:/wnr. av934.
<{1ix<a href="http: /. 2935,

<{1i><a href="http:/wnr. av336.

info/” target="_blark">MBEIZ < 1i>
info/” target="_blank">B BRI 11>
info/” target="_blank">F IR < 11>
info/” target="_blark”>E ZBHR 2> 1i>
info/” target="_blank”> KAUEHBR 2>< 11>

infof” target="_blank">EEB LG 20 11>



Findin hly Suspicious DGA

e So we need to narrow down the result
— Match

« Each domain name
— Only SLD+TLD && length(SLD) > 5
— Number of rdata < 5

e Each cluster
— NXDOMAINZ= 20%
— Number of Domain names 2 4

— Result
 100,000s to 10,000s

20



Findin

37
37
37
37
37
37

n8g3weyng0.com
cry5vhlscj.com
0Oeh9qthmcn.com
jiz34u3weg.com
6w3ul5y0c2.com
jofvwkk8kc.com

yv7nlwoyl3.com

hly Suspicious DGA

* Result (still a super long list)
— Example (2017-08-21)

CNECTN O TR T

118
118
118
118
118
118

tlaggggw.ws
gaizhknmnyg.net
sidgrylw.com
suswyfwy.info
piopoku.cc
mfogpe.net

tovilt.cn

864
864
864
864
864
864

holqtz.com
efwyjr.com
bdxlpe.com
weobdt.com
wzwabg.com
npwoce.com

stkaoy.com



« So we are facing a list with ~10,000s highly suspicious DGA Domain
names

« We could stop here

e Ornot?

22



Malware Sameg

* We run malware samples in our sandbox
— VT:~100K/d samples

— 360:~ even more than VT
 MD5-domain pairs

ib
1fe
INFO
INFO
INFO 1z
INFO 1z

eff

ha

-
B
B
-
-
-
-
B
=



Locating Malware Sample

* For suspicious domains
— Have MD5

* marked (by any vendor as malicious)
« Unmarked (reverse engineering, most time consuming )

— No MD5

24



Locating Malware Sample

 TID DGA

— Time-independent and deterministic

» Generates same domains all the time when it runs

67 2017-01-11 ..
68 2017-01-11 ..
.. DNS Standard
70 2017-01-11 ..
76 2017-01-11 ..
77 2017-01-11 ..
78 2017-01-11 ..
.. DNS Standard
80 2017-01-11 ..

69 2017-01-11

79 2017-01-11

DNS Standard
DNS Standard

DNS Standard
DNS Standard
DNS Standard
DNS Standard

DNS Standard

query 0x2364 A bjvsjkday.com

query 0x19fc A pkwkbiggxlqvakqqgxn.com
query 0x21da A mvpsefgsjvh.com

query @xa86f A jgysjyvnchanx.com

query 0x8261 A kkujkajkeiobts.com
query 0x8bc6 A pjxmmfnykuiuuvefdic.com
query 0x6950 A meeaexhvlnhfalqyrc.com
query 0x1el9 A pkwkbiggxlqvakqqgxn.com
query @xfe97 A mvpsefgsjvh.com

10 2017-09-25 ..
11 2017-09-25 ..
12 2017-09-25 ..
« DNS
14 2017-09-25 ..
19 2017-09-25 ..
20 2017-09-25 ..
. DNS
« DNS

13 2017-09-25

21 2017-09-25
22 2017-09-25

DNS
DNS
DNS

DNS
DNS
DNS

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

query @xf6c9 A bjvsjkday.com

query 0x7692 A mvpsefgsjvh.com

query ©@x02bd A pkwkbiggxlqvakqgxn.com
query 0x09f2 A jgysjyvnchanx.com

query 0x00df A fbtmdswerb.com

query @xf97d A pjxmmfnykuiuuvefdic.com
query ©0x7692 A mvpsefgsjvh.com

query @xf6c9 A bjvsjkday.com

query 0x09f2 A jgysjyvnchanx.com

2017-01-11

2017-09-25




Locating Malware Sample

 TID DGA
— Exact match MD5
— TID DGA family: 13/38

Banjori Dircrypt Fobber Gspy
Pykspa Ramnit Rovnix Shifu
Tempedrevi_é} Tinba Vawtrak

26



Locating Malware Sample

 TID DGA

— New domains

L]
< c | oI ' -2/related/cid_type/client_cid/val/201642/date/2016( ICU d | n kpyOJ . COI I I < O B 95 B
20160106 -3 201642 12

612540  |lcudink pyoj.com
B - - | | ofheubnonpg.com
222222 12 612540 vwnaoeynisd.com
L]
222222 12 612540 xtictubpuyy.com VW n a O ey n I S d CO m
[]
201642 2 612540  |thbihixurob.co m

222222 reron Xt|CtprUyy-Com
thbihlxurob.com
wigwdjpfb.com

ecemuammark.com | |




Malware Sample
. TID DGA

[amac:netlab yiming$ fdark -d lcudlnkpyoj.com | sort -k 1

2016/05/10
2016/05/11
2016/05/14
2016/085/15
2017/84/86
2017/06/16
2017/08/18
2017/89/09
2017/089/19
2017/089/19

18:
14:
11:
19:
22:

42:
55:
34:
89:
114
134
185
1508
152
152

24
18
89
33

234713eb1713521c3cBdlecé2e361d18
41e687db73938237d5e3619cTébc25e7
8bd626b116b116aB1b1515F65575d764
c37b3bc4949e7693968bad%ea7 97671
cdddd74080e160818531F9ccad43e36fe?
98b74eaBe5FF79a95c406cB356dcd2da2
9c423856410559e0492764ae4db4763b
05083a2417d66866a4TBaa776T46691d
57fb7dada7336dc269d51F4F739dc525
57fb7dada7336dc269d51F47739dc525

dns_nx
dns_nx
dns_nx
dns_nx
dns_nx
dns_nx
dns_nx
dns_nx
dns_nx
dns_nx

server=172.
server=172.
server=172.
server=172.
server=172.
server=172.
server=172.
server=172.
server=172.
server=172.

P e N

N e

domain=lcudlnkpyoj
domain=lcudlnkpyoj
domain=lcudlnkpyoj
domain=lcudlnkpyoj
domain=lcudlnkpyoj
domain=lcudlnkpyoj
domain=lcudlnkpyoj
domain=lcudlnkpyoj
domain=lcudlnkpyoj
domain=lcudlnkpyoj

.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

src=sandbox3
src=sandbox2
src=sandbox2
src=sandbox2
src=sandbox2
src=sandbox3

28

dga=1
dga=1
dga=1
dga=1
dga=1
dga=1



Locating Malware Sample

 TID DGA

234f13eb1713521c3 povare Lo

cOdlec62e301d10 ALYac A Win32Ramnity

41e68fdb73938237 Avast A Win32Ramon

d5e3019cfébc25e7 » . A oo » New variant???
8bd626b116b110a8

1b1515f65575d764 BitDefender A Vin32Ramnity

ClamAV A WinvirusRamnit-1850

6 Samples Cyren A V32/RamnitQ

Results from Virustotal:
Ramnit, known DGA

29



Locating Malware Sample

 TID DGA

lcudinkpyoj.com
ofheubnonpg.com
vwnaoeynisd.com




Locatin
. TDD DGA

— Time-dependent and deterministic
* Generated different domains at different times

1 2016-02-18 .. DNS Standard query ©@xaa2d A b24au7e715lavtyp.com || 1 2017-09-25 .. DNS Standard query Oxbfc9
3 2016-02-18 .. DNS Standard query ©0xa74@ A ilvf6lnyzrf9z20k.biz || 3 2017-89-25 .. DNS Standard query ©xa29a
5 2016-02-18 .. DNS Standard query 0x3800 A kib7zddueubzgmxv.info|| 5 2017-89-25 .. DNS Standard query 0x4673
7 2016-02-18 .. DNS Standard query Bxcae5 A 9pebg3kérbk3deus.cn 7 2017-09-25 .. DNS Standard query B@xaele
9 2016-02-18 .. DNS Standard query @xl1llde A 8viexhpdkflch4@p.cn 9 2017-09-25 .. DNS Standard query @xf61f
11 2016-02-18 .. DNS Standard query ©@x98ac A voolgpro3voghqqc.info||11 2017-89-25 .. DNS Standard query ©Oxald2
13 2016-02-18 .. DNS Standard query @x6bcb A wyaicoewvbgsrgr9.net (|13 2017-89-25 .. DNS Standard query 0x167e
15 2016-02-18 .. DNS Standard query 0x494a A 103wgmf8bgll67tj.info||15 2017-89-25 .. DNS Standard query @x8ec?

A

A

A

A

A

A

zfjhpoclzi63xnhb.ru
pvgh2udjixséwluf.ru
Smsjmdyggahk5c35.0rg
cvetb8rs7tbapSea.ru
yhyltqa9m2tkohgf.com
3of51fdnnfxiddo@.ru
jx5bfftuxzhvhejf.ru
knip6@but5zy5Shwc.com
1sy34bnm27aixm5g.net
rgaubcrqcl3zechm.net
rs69jgid6fqj4Skp.org
@fnlladna8ydllzb.com
kmslavk6fzdb81lqg.com
cyllpsnpl2g7va3a.com

17 2016-02-18 .. DNS Standard query 0xcd19 A 8r4rS5tpniagsh3w.cn |17 2017-89-25 .. DNS Standard query ©Oxlcdc
19 2016-02-18 .. DNS Standard query ©0x7de2 A kdh9cbx8cte2jodp.info|/19 2017-89-25 .. DNS Standard query ©x9185
21 2016-02-18 .. DNS Standard query 0xB6a6 A a7tjk8ltz4lj2agv.ru (|21 2017-89-25 .. DNS Standard query Oxfboe
23 2016-02-18 .. DNS Standard query 0x4a6@ A 1loxnlk9a@kng8fh.org |23 2017-09-25 .. DNS Standard query @xa9fl
25 2016-02-18 .. DNS Standard query ©x3a23 A iShhskrelabhguhd.info||25 2017-89-25 .. DNS Standard query 0x2b7b
27 2016-02-18 .. DNS Standard query 0x56d9 A doh@rrp53e5h@h5g.org (|27 2017-089-25 .. DNS Standard query 0x8147

bl = S I - D D i S S S S

2016-02-18 2017-09-25



Locating Malware Sample

« TDD DGA
oy oomss i es

Virut 10000 per day TLDs: [com] hgznsb.com
SLD:  Fix length of 6 yvvioe.com In general, because of
a-z zuzmog.com the difference in
Ranbyus 40 per day TLDs: [in, me, cc, su, tw, net, oswwsbsmibofdi.net algorithms, dorT\alns
com, pw, org] nsixbdyiofityx.com gen(-:'rated by d.lf'ferent
SLD:  Afix length of 14|17 pnejirjyxjmycx.pw families have different
a-y, missing z characteristics; But the
Vidro 100 per week TLDs: [dyndns.org, com, net] jfxetiogrvo.dyndns.org domains gene.rated by
SLD:  Alength of 7-12 ckdypldcxi.com the same family at
a-z ilaalsylt.net different times have the
CCleaner 1 per month TLDs: [com] ab1145b758c30.com same characteristics.
SLD: Alength of 11-13 ab890e964c34.com

mix a-f and 0-9

ab3d685a0c37.com

32



Locating Malware Sample

« TDD DGA
— Fuzzy match MD5
— TDD DGA family: 25/38

Bamital : | Blackhole : | CCleaner : : Chinad . Conficker

Cryptolocker Emotet Dyre Gameover Murofet
.' Necurs .' Locky Madmax Mirai Qadars
.'.Suppobox ' Nymaim Padcrypt Proslikefan Symmi



Locating Malware Sample

« TDD DGA
— Chinad

<« c e

Itca2/related/cid_type/cid/val/62257 8/date/20160807/

LTCA2 | cid(622578)

00000000

00000000

00000000

00000000

00000000

+ server_cid (1)

% client_cid (1)

-
*

doma

in_cid (1)

222222

222222

222222

222222

222222

1b8vtddz6iaamnc2.info

eeeeeeeeeeeeeeeeeeee

Ofzxftj2p9pteghg.info
17jjcziwwiweqtjc.com
1b8vtddz6iaamnc2.info
1bbcalOps2egaceeu.net
1kb330izszsc9zll.info




Locating Malware Sample

 TDD DGA

— Find the naming pattern, fuzzy match

Ofzxftj2p9pteghg.info
17jjcziwwiweqgtjc.com
gowhi81jvoid4j0m.biz
1bbcalps2egaceeu.net
53ptxfec6admwbrl.org
oul6bnagv4pashauc.ru
d9tan26jpjpz9snt.cn ......

=

TLDs: [org, ru, cn,
net, info, biz, com]
SLD: 16

SLD: a-z, 0-9




Locating Malware Sample
TDD DGA
— Search the sandbox dns-md5 pairs

=)

1p—n~tlab
447191dS566Cc7442
447195 11v:
447191dS56
4471951dS5
4477191d9S5

9

0 0
()
v Wt

Daa05rcmamn_7v_j.nct
akylgdz/7hvtdbv27.cn

AV

}_1

[\l

O

[ S T A
[T T ST AN
N S
HFWJH
O
I\

0 O
AT

R BB BB B BB B BN
[\

o000 000000~0~0
IQJ Q,l
B B o B o R

(G2 DS ISy I IS RS RS IS S S IS

yononooaoaoaoa0nnnn

5
5!
5
5!
5!
5
5
5
5
5
5
5
o=y

\
rnonononaoaoa00anan

|



Locating Malware Sample
. TDD DGA

55c447191d9566¢7
442e25c4cafOd2fe

(& ‘ @ https://blog.malwarebytes.com/threat-analysis/2015/06/unusual

MalwarebytesLaBs

This article will discuss the malware delivered from that exply
identified by many vendors on VirusTotal, has been labeled b

just “Chinad” as an alternative (short) label.
Observed Chinad Malware Files:

notepad.exe (MD5: 5a454c795eccf94bf6213fcc4eeb5e6d)
pic.jpg (MD5: 4e8639378d7a302c7474b5e4406dd7b4)
image.png (MD5: 55c447191d9566c7442e25c4caf0d2fe)
5003.tmp (MD5: d6ce4b6db8407ca80193ede96d812bb7) -

Notepad.exe (Chinad)

New DGA

-~J
-~J
-J

Results from Malwarebytes blog:
Chinad, unknown
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Locating Malware Sample

 TDD DGA

Ofzxftj2p9pteghg.info
17jjczilwwidweqtjc.

(o)
gowhi81jves 4 91d9566¢7
1bbcalps2 & \(\a 5c4dcaf0d2fe
53ptxfecba C

oul6bnagvip




Practical Blocking Experience

 DGA database

— 90M records

— TDD DGA pre-generated 30days
 DGA block list

— 1M active domains



Practical Blocking Experience

* False positive

— Domain collision: DGA domains are same with legit
domains
— Virut
 TLD: com; SLD: 6 letters, a-z
* 10000 domains/d

aliyun.com 2000-06-27
google.com 2000-07-14
xiaomi.com 2002-02-06

amazon.com 2003-03-24



Practical Blocking Experience

» False positive
— fix
« Same client accesses many active DGAs in one day
» Popular rank

Some collision example Popular rank

aliyun.com 7.5
google.com 8.7
Xiaomi.com 6.4

amazon.com 7.6
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Practical Blocking Experience

* False positive

— |P block

From block list to non-C&C IP

Sinkhole
— DNS sinkhole
— https://en.wikipedia.org/wiki/DNS _sinkhole

Parking
— Domain Parking
— https://en.wikipedia.org/wiki/Domain_parking

Wildcard Domain Name
— https://en.wikipedia.org/wiki/Wildcard_DNS_record
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Practical Blocking Experience

* False positive
— |P blocking - sinkhole

NS.CONFICKER-SINKHOLE.COM
NS.CONFICKER-SINKHOLE.NET
NS.CONFICKER-SINKHOLE.ORG

Sinkhole Security
Sinkhole Security
Sinkhole Security

Family  |FQON PP JWhois
Conficker adbvjdtitzi.biz 104.244.14.252
Ifphs.biz 38.102.150.27
zlggkebcgei.biz
Gameover I7lps31x4atfgl7cd65alabnoi.org 208.100.26.251
Chinad na3jbmyctelad409i.org 208.100.26.251
Locky wkrlygtpwvuw.org 208.100.26.251
juhpyworipo.fr
Suppobox leaveneedle.net 208.100.26.251

materialcompany.net

Sinkhole Security



Practical Blocking Experience

* False positive
— |IP blocking - parking

* Our blog: Conficker domain rare being abused
* http://blog.netlab.360.com/conficker-domain-abuse/

D T L R

195.22.126.212(Poland) agiapn.org 511
blbgfa.org
azzaf.info ...

166.78.101.108(USA) ejzyy.org 159
hsgan.info

grltvy.org ...

213.184.126.162(Israel) ankpw.info 552
axwmn.org
atcmg.org ...



Practical Blocking Experience

* False positive
— |IP blocking - Wildcard Domain Name

T T T T

Necurs 2017-08-18 ctfghwiipaghc.pw
kiieglmrxhemwluwpdi.pw
Dyre 2017-08-21 v58471dbc9934f47dfdeceb33abl6ced61.ws

n0fc8598e7859b48c0728361cdddc835a9.ws
p48699fe54790b358f577c69eb722c8c45.ws

Bamital 2017-08-21 6e7614809cbe50cf6f33960d51bd3c2c.cz.cc
87bb73904ee5f2e266b079ef6394b228.co.cc
Locky 2017-08-21 agaenaxwfsjxct.pw

xddxtlkwlrupl.pw

141.8.226.58

64.70.19.203

43.229.108.32
175.126.123.219

141.8.226.58



Practical Blocking Experience

* False positive
— White list

Categoy

Sinkhole api.netlab.corp.qgihoo.net/sinkdb
Parking api.netlab.corp.qgihoo.net/dparking

Wildcard Domain Name api.netlab.corp.gihoo.net/dwa
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Practical Blocking Experience

« False negative
— Timing
+ TDD DGA vs DNS time
Family  |Querytme __JDNs | Effectivetime

Conficker 2017-08-20 vmfxswkzuch.com 2014-07-10 08:00:00 ~
vfvtspc.ws 2014-07-11 07:59:59
texwccgg.info

Necurs 2017-05-21 hyktbhrkwkptfpwke.com 2017-05-24 00:00:00 ~
tmahdoh.net 2017-05-27 23:59:59
wbdoxbwihylcaobhpb.com

Gameover 2015-12-11 gcrgptwrwtlvtohetxwprpnuw.org 2016-12-21 00:00:00 ~
zxIxkfmgihaxwuwjfucijr.org 2016-12-27 23:59:59

mrdyhwlInzfuqwxyhnvhwkjlto.org
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Practical Blocking Experience

« False negative
— Bug in algorithms
* Rovnix
— TID DGA, SLD length: 18, a-z and 1-8

— We generate 10000 FQDNSs for every variant

— There is not exit condition, there will always be new FQDNSs if the
malware keeps running

Seed __JFODN | Sequence(>10000) | PDNS records

0x3c51 yggurgedxu2skkldr7.cn 10005 105 uniq client IPs
zqdwjaaaga82yb2hsy.cn 11958 98 uniq client Ips
0x59da yiefhxjbsugetlkvbv.cn 10005 17 uniq client Ips
kx7ibskwdh2bo38iz7.cn 10681 18 uniq client Ips
0x4719 g2hhwd4gxndjafagk6o.cn 10017 2 uniqg client IPs

1438j6m57cbk7g4492.cn 10668 2 uniq client Ips



Want to Make Contributions?

* GitHub repository

— Suspicious DGA domains
from PDNS

— Uncertain DGA samples sandbox || passive
from sandbox

— DGA in benign App

https://github.com/360netlab/DGA

49






