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The Evil Bit 

RFC 3514 defined the evil bit: 
 

Firewalls, packet filters, intrusion detection systems, and the 
like often have difficulty distinguishing between packets that 
have malicious intent and those that are merely unusual. We 
define a security flag in the IPv4 header as a means of 
distinguishing the two cases. 
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The Evil Bit   

I didn’t look for the evil bit in packets… 
 

  ..but I did in domain names! 

 
Using a passive DNS database, I looked for domains with DDOS in 
them. 
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ez-ddos.com 
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ddos.su 
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ddos-team.com 
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attack-ddos.info 
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ddos.ninja 
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Let’s Digress into DDOS for a bit… 

 
 
And talk about who DDOSes and why they DDOS 
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First Question – Why DDOS? 

A DDOS is a politico-economic act: 

•  Estonia 2007 
-  Revenge 

•  Spamhaus 2012 
-  Revenge 

•  Hong Kong 2013 
-  Censorship 

•  BBC 2016 
-  Terror 

•  Mirai 2016 
-  Revenge 

•  Swedish Railways 2017 
-  Test? 

•  Danish Railways 2018 
-  Test? 

•  Bitfinex Exchange 2018 
-  Competition/economic 

gain 

Provides users asymmetric power for high-profile results. 
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Who DDOS? 

DDOS is surprisingly cheap. 
•  Barrier to entry is very low 
•  UI makes it easy for unskilled attackers to play in the game 

•  There are free stressers (aka, DDOS providers) 
•  Before the FBI took down Alpha Bay, I found DDOS for as low 

as $5 
•  Just searching the web (duckduckgo.com is my friend) I found it 

for as low as $10 

•  Unfortunately, I didn’t go buy these to find out what I’d get.  
Something something something IRB board Something. 
•  Also known as my boss saying “You want to WHAT?” 
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DDOS Traditional Attacker Economic Model 

Attacker	

Infrastructure	

Victim	

Investment 
economic or 
otherwise 
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DDOS Traditional Attacker Economic Model 
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DDOS Traditional Victim Economic Model 

Victim	

Anti-DDOS	Vendor	

Infrastructure	

Attacker	

Investment 
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DDOS Traditional Victim Economic Model 
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Anti DDOS Stops that DDOS 

…right? 
 
RIGHT? 
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DDOS Economic Model: A Trend 

Victim	

Investment 

Anti-DDOS	Vendor	
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DDOS Economic Model: A Trend 
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DDOS Economic Model: A Trend 
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Wanna buy a DDOS? 
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str3ssed networks booter 
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Pssst, DDOS for sale! 
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Meteor Stresser 
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But what is that when I go there? 
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Maybe it’s just one domain? 
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There’s also a Chinese ISP supporting… 

4/13/2017 Botnet Botnet.Cc - Chinese DDOS website stress test platform - DDOS web end - China DDOS web end

https://www.botnet.cc/ 1/6

Each package has our dedicated VIP node. We guarantee 15-30Gbps per attack.

A revolutionary IP test platform

The best pressure on the market platform.

LOGIN(LOGIN.PHP) REGISTER(REGISTER.PHP)

Take dow n anyone w ith the best ip stresser / booter!

(/)

BOTNET.CC
(/)

SKYPE
RESOLVER

(LOGIN.PHP)

INFORMATION
(LOGIN.PHP)

LOGIN
(LOGIN.PHP)

REGISTER
(REGISTER.PHP)
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What about tacit DDOS support? 

It’s one thing to directly allow the DDOS vendors to sell… 
 
 

 
…but what about other support? 
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Youtube videos! 
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Youtube videos 
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Youtube videos 
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We also have blogspot sites 
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blogspot.ru sites 
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Want to do your own DDOS? 
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Or what about… 
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Beyond DDOS 

 
It makes sense that these guys would advertise themselves, they 
want people to buy them.  That’s their economic motive. 

  
 

So I went looking for botnets. 
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botnet.cc 
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Botnet Servicex 
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Botnet Servicex 
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Cythosia botnet 
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miraibotnet.eu 
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freetrojanbotnet.com 
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Phishing – phishtown.com 
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What about ransomware? 

 
 
Why on earth would someone put ransomware in a domain name? 

 
Well… 

 
 
(DO NOT GO TO THESE SITES….) 
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microsoft-protection-from-ransomware.info 
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microsoft-protection-from-ransomware.info 

 
There’s a phone number listed on this site.  888-441-1595 
 

 
….It belongs to behappy2day.com.  A mail order bride service. 
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ransomware-threat-detected-remove-it-now.info 
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ransomware-threat-detected-remove-it-now.info 

 
 
Googling the phone number in this site goes to websites that 
claims it belongs to either Microsoft, Apple, iTunes… 
 

I’m going to go out on a limb here and claim it’s ‘bad’. 
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Looking for ransomware in TXT records   

I thought, why not?  I’m grepping for evil. 
 
I have a passive DNS data set. 

 
Let’s see what happens! 

 
(Spoiler Alert:  I found some…) 
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Looking for ransomware in TXT records 
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Another thing I learned…   

 
 

Do NOT go to sites with both bank and 
login in the name. 
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bankofamerica.com.login.sign-in…. 
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bankofamerica.com.login.sign-in…. 
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pnc-banking-… 
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pnc-banking-… 
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bank AND login 

 
 
Neither of those were actually Bank sites. 

 
Isn’t it nice they tell me they are? 
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Zero Days 

 
What else to look for? 
 

 
How about 0days?  I found a website that promised to sell me 
some. 
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0day.today 
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0day.today 
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So this looks easy, right? 

 
I found: 

 DDOS 

 botnets 
 ransomware 

 0days… 
 
And that’s not even including the malware! 
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On the other hand… 
Domain	Name-based	Blacklists	

Lists	Gained	
Lists	Lost	

Domain	Names 

Report Total	Lists Lists	Gained Lists	Lost Unique	Indicators 
2012.1 11 -- -- 6468501 

2012.2 11 0 0 9235902 

2013.1 20 10 1 12592250 

2013.2 20 0 0 5027066 

2014.1 20 0 0 2772391 

2014.2 20 0 0 10446624 

2015.1 35 19 4 12231742 

2015.2 35 0 0 13051429 

2016.1 31 7 11 24359712 

2016.2 26 4 9 26274848 

2017.1 27 4 3 26805987 

2017.2 26 5 6 40857873 



62 
Grep for Evil 
August 28, 2018 
© 2018 Carnegie Mellon University 

"[Distribution	Statement	A]	Approved	for	public	release	

and	unlimited	distribution."	 
62 

While finding these domains was fun… 

 
 
We’re not even making a dent in the total amount of badness out 
there by just looking for the easy things. 
 

In summary:  Finding the guys that are hiding is hard. 
           Finding the guys that aren’t hiding isn’t. 

 



63 
Grep for Evil 
August 28, 2018 
© 2018 Carnegie Mellon University 

"[Distribution	Statement	A]	Approved	for	public	release	

and	unlimited	distribution."	 
63 

 

Questions? 
 
 

PS.  Don’t go to domains with both bank and login in them! 


